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| ) Introduction :

— Presentation of the Problematic.
— Method to resolve the Problematic.
— Presentation of k-ary viruses.

Il ) How the virus spreads :

— How can we hide the virus code in an executable file ?
— How can we propagate viruses on the system ?
— Some resistance made by some antiviruses.

[II') Malicious action of the virus : the denial of services

— How does the virus work in its simple form ?
— How can we use the virus in its k-ary form ?

|V ) Conclusions :

— Results

— Conclusions extracted from the results.



The question | address in this talk is :

Do you still believe that nobody can crash a Win 7 system if there is a
“powerful” antivirus deployed ?

... Let's see how to answer this question...
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The aim of the project here is to create a virus able to :

— Bypass the monitoring of the antivirus simply with user rights on Windows 7
— Create a massive denial of service on a computer

— Start when the user session is opened

— Spread over the system

— Use the virus in a k-ary form simultaneously for more efficiency



What is a k-ary code ? (Filiol 2007)

— K-ary viruses (or combined viruses) are not composed of one code in a single piece but,
on the contrary, with k parties acting in concert with different possible modes. For example,
a virus which has two parts (ie : k = 2) V1 and V2, each having a partial and especially
insignificant viral action.

We can then say :

— The action of V1 and V2 is sequential if the execution jumps from one process to
another (usually V1 activates V2).

— The action of V1 and V2 is parallel if the two viruses are activated independently of
one another and if they are consequently both active in memory. Then, the viruses
combine their respective actions at the same time.

— Three subclasses :

— The subclass A is for dependent codes (ie : Each code refers, or contains a
reference, to the other).

— The subclass B is for codes that are independent. If one is detected, it doesn't
endanger other codes that can be active. A replacement code can be substituted.

— The subclass C is for codes that are weakly dependent. The dependence of codes
exists only in one direction.



K-ary codes in series ( Filiol 2007 )
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K-ary codes in parallel : ( Filiol 2007 )
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How the virus spreads :

— By using a k-ary code in a series to extract any executable viruses

— By compressing viruses at the end of an executable file
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Propagation technigues :

— We don't directly affect the executable file, we create a copy of it in a text file.

— Keys are created in the registry to allow the viruses to share data and to launch them
when the computer starts (in HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\run).

— Encryption keys are created in the register with the path of encrypted viral files.
— Encrypted files of viruses are created to replace the viral files if it's necessary.
— To make the infection more discrete we restart the new extractor program with a batch file.

— The process continues until the size of the final extracted file is equal to zero.



How the viruses are extracted and spread over the system :
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A few problems encountered with some antivirus software systems :

Antivirus

Problem

Solution

Kaspersky

It prevents the spread of viruses

by preventing the launch of the

new auto-decompression file on
the same PID.

This new program was called up
by the original program using
“execl” function. The use of
system() to call up and launch a
batch file is enough to bypass the
problem.

G-Data / FSecure

They block the creation of a
trigger in the regqister.

Creating a trigger in the start
menu is enough to bypass the
problem
(C:\\Users\\Utilisateur\\AppData\\
Roaming\\Microsoft\Windows\\St
art Menu\\Programs\\Startup)

Avira

If it recognizes any virus
signatures in newly created files,
it will signal it to the user.

A good solution is to try to avoid
the criteria for detection of the
antivirus in your own virus.
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Malicious action of the virus : the denial of services

Simple form of the virus :

— Scans the list of current processes with the windows API
— If there is a new process, the virus Kkills this new process

— Uses the program Taskkill.exe to kill new processes

11



Viral action of the virus : How to make the denial of services ?

iral action of the virus in its simple form :

Launch taskkill.exe
by a system call

The new process is killed

Taskkill.exe List of current

Launching process processes

Checks the list of current processes .. New process
!

Detects the arrival of a new process

_ Virus file
Kills the process




Ease to implement the viral codes :

— It's easy to find codes on the Internet that illustrate the use of windows API.
— It is then relatively easy to code them as viral codes (in C language).

#include <windows.h>
#include <tlhelp32.h:> c1ar **ighiean = WULL:
#include <tchar.h> cnar *emd = NULL ’
#include <stdio.h> .

it mex— 0, torap, ana;
/f Forward declarations: mry;
BOOL GetProcessList( );
BOOL ListProcessModules( DWORD dwPID ); PROCESSENTE Y 2 pe= [ N Ena= NTRYI2E
BOOL ListProcessThreads( DWORD dwOwnerPID );

void printirron( TCHARS mag )3 HANDLE hSmpFro=C. - -.-|]151p315151:-5;10t(THM9\;8WH:. al COde

votd main( ) Cod tracted f =gt i implemepigd from the
etProcesslis H O e ex rac e rom . ¥ '11'11'; th_ | r..L:Il.aii.'[.'iJlL):E:I.LI[ﬂll -
y CTTresTIEEO) Eaxhas =t icoele at |

BOOL GetProcessList( ) ds;

1
HAMDLE hProcessSnap;
HANDLE hProcess;
PROCESSENTRY32 pe32;
DWORD dwPricrityClass;

http://msdn.microsoft.com fllne g - "“ﬂ“h”:‘“‘*"*

Filz), zizsafichar));

Jf Take a snapshot of all processes in the system.
hProcessSnap = CreateToclhelp32Snapshot{ TH32CS SMAPPROCESS, @ );
if{ hProcessSnap == INVALID HANDLE_WALUE )
i
printError{ TEXT("CreateTooclhelp32snapshot (of processes)™) );
return{ FALSE );

¥

wehilei1:7

if (Process I Fmwe(h8 o &
ff set the size of the structure before using it.
pe32.dwsize = sizeof( PROCESSENTRY¥32 );

/¢ Retrieve information about the first process,
Jfoand exit if unsuccessful = :
if{ !Process32First( hProcessSnap, &pe32 ) ) = SrE M Proees T -
1
printError( TEXT({"Process32First™) ); // show cause of failure * D Lsmaremeat of tre falus ¢
CloseHandle( hProcessSnap ); // clean the snapshot object b
return( FALSE );

} }

AS Now walk the snapshot of processes, and HCHM§HB&&G: cezz D]
S/ display information about each process in turn

g’ ans = Kill_this PIDNpe thi2Process10, cnd);
o L e T
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Using the virus in a k-ary form in parallel :

— The virus which triggers the massive denial of service is made up of 3 identical programs,
in this case a 3-ary parallel virus in A subclass.

— The virus which is launched automatically at the beginning is supposed to run the other two.

— The different parts have two goals : to kill the new processes and to verify that all the
viruses are still active in memory.

— The different parts of the virus create a self-checking "circle" in order to revive one of them
if necessary.

— By using this methode, antiviral detection is more difficult and disinfection is very
complicated to implement.

— The initial part of the virus is supposed to kill all the current processes that would be started
(except its own viral processes) after the launch of the other parts of the virus.
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Visualization of viral activity in memory :
— Simulation of the attack of a part of the virus

— When the virus restarts, it launches two viral processes and Kills all the processes that it
can, with the exception of those that it has launched. The targets of new viruses include
the parts of the previous virus which are deactivated through self-detection.

Megative feedback

_ Virus relaunched
Beginning
of the
infection

Death of
aviral
process

Return to a normal
level of infection
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How works the virus in its final k-ary form :

How works the virus in its final k-ary form :
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Important results :




Conclusions :

— The use of the simple virus and a trigger is enough to crash a computer.

— It's appalling that some antiviruses don't detect the creation of triggers and the spread of
executable code from a binary file on the system.

— We note that very few antiviruses verify effectively what may happen to the current
processes over time. (An excessive and automatic killing of all processes by another
process should rouse suspicions, shouldn't it ?)

— If the virus is implemented for Windows, a similar implementation could probably be done
with Linux or Macintosh.
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Conclusions (2) :

— Congratulations to the Microsoft antivirus : MSE. This antivirus can be easily killed using
taskkill ! Knowing that the virus presented here Kills all the processes that it can when it
starts, MSE is one of the processes killed. In addition to not detecting the virus, the
antivirus is neutralized by the virus... It's regrettable because Microsoft developers are the
ones who are supposed to know all the ways of promoting safety in their processes (with
system privileges, for example)... And they do not !

— The problem is that Windows allows the user to watch and kill the current processes in
memory. (Should Windows deprive the user of such tools when we know that they are vital
when an application bugs ? Is it not the role of the antivirus to control and limit their use ?)

— Too many antiviruses have been bypassed here by a very simple and very efficient
virus. Is this really a good thing to trust only in the antiviruses for our security ?

21



Answer to the original question :

The original question was : Do you still believe that nobody can crash a Win 7 system if there
is a “powerful” antivirus deployed ?

Yes it is possible !

— Very easy to get codes online about windows API to make them viral.
— Learning the C language on the internet is very easy nowadays.

— The project has been completed in four months by a first year student !

— A first-year student is even able to do it, so imagine someone more powerful...
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What does this answer mean ?

— Most antiviruses don't detect the attack, so they make no resistance to it.

— Many antiviruses are not capable of withstanding of attacks made by someone who is
not an expert. Soon anybody will be able to create and launch a virus.

— Many antiviruses are not able to cope with an attack in real conditions.
— Viral Weapons will be increasingly common in the future.

— Testing our defense systems is crucial ! A
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Thank you very much for your attention.

9 If you have any questions, | would be happy to answer them...
[}
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